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July 3, 2018
To Our Valued Patrons:
Keihan Hotels & Resorts Co., Ltd.

Apology and Notification regarding Leaked Personal Information of Customers that Made

Reservations on the Keihan Hotels & Resorts Foreign Language Online Reservation Site

We recently discovered that the online reservation system on our foreign language website,
which is outsourced to and operated by Fastbooking (Japan) Co., Ltd., was illegally
accessed by an outside party and personal information about our customers was leaked.
We deeply apologize to our customers and related parties for the tremendous worry and
inconvenience we have caused.

We have reported this incident to the Personal Information Protection Commission (PPC)
and suspended use of this online reservation system. We have confirmed that there is no
report thus far of any damages from the misuse of the leaked personal information.

Please note that there was no leak of personal information belonging to customers that

made reservations through our Japanese website.

1. Sequence of events

June 15 (Friday)

The server managed by Fastbooking, which is the parent company of Fastbooking (Japan),
was illegally accessed and personal information was leaked.

June 20 (Wednesday)

Fastbooking became aware of the situation

June 26 (Tuesday) , July 3 (Tuesday)

Fastbooking (Japan) reported that personal information pertaining to our hotel customers

was leaked.

2. Leaked information, period of hack, number of accounts leaked
Hotels targeted: Three hotels in the Keihan Hotels & Resorts (*See attachment)
Period of hack: May 2017-June 2018
Information leaked: Names, name of country from which reservations were made, telephone
numbers, e-mail addresses, reservation prices, reservation numbers, name of hotels that
were reserved, and check-in and check-out dates

* No credit card information was leaked.

Number of accounts leaked: 1,954



3. Incident was triggered due to the following reasons:

It was confirmed that the server managed by Fastbooking was illegally accessed by an
unauthorized outside party. At present the problem areas have been resolved and
Fastbooking reported that it is undergoing a third-party inspection to assess the safety of its

system security.

4. Customer care

(1) Informing our customers

We will send an e-mail to all customers whose information was possibly leaked explaining
and apologizing for the incident.

(2) Announcement

We will issue an apology and statement on our corporate website in Japanese.

5. Measures to prevent reoccurrence

(1) Reminder and full-fledged implementation of related regulations

We plan to remind employees of regulations pertaining to information management, personal
information management, and information system security and ensure these regulations are
being thoroughly followed. We also requested that Fastbooking (Japan) reexamine and
improve its system operations and handling of personal information.

(2) Full-fledged safety check of system security by a third party

We instructed Fastbooking to place an even heavier emphasis on third party system security
safety checks, and to quickly implement effective measures depending on the results of the
safety check, and to immediately report its findings and actions to us. Note that we will not
resume operation of this reservation system until an objective assessment can be made of

the system’s safety level.

6. Inquiries regarding this matter
Keihan Group Hotel online member bureau at the Keihan Hotel Co., Ltd. info@keihan-

grouphotels.com

*We apologize in advance for any delays that may occur in responding to your inquiries.

*Attachment: Hotel list

Name of hotel Location Applicable Not Applicable
1 | Kyoto Tower Hotel Shimogyo-ku, Kyoto o —
2 | Kyoto Tower Hotel Annex Shimogyo-ku, Kyoto o —
3 | Kyoto Century Hotel Shimogyo-ku, Kyoto o —
4 | Biwako Hotel Otsu, Shiga o —
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